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                               Data Protection Policy

At Prime Time we respect the privacy of the children attending the Club and the privacy of their parents or carers, as well as the privacy of our staff. Our aim is to ensure that all those using and working at Prime Time can do so with confidence that their personal data is being kept secure.

How this policy applies to you & what you need to know
As an employee, trustee or volunteer processing personal information on behalf of the Organisation, you are required to comply with this policy. If you think that you have accidentally breached the policy it is important that you contact our Data Compliance Officer (The Manager) immediately so that we can take swift action to try and limit the impact of the breach. 

As a Manager: You are required to make sure that any procedures that involve personal data, that you are responsible for in your area, follow the rules set out in this Data Protection Policy.

As a data subject of Prime Time: We will handle your personal information in line with this policy.

As an appointed data processor/contractor: Companies who are appointed by us as a data processor are required to comply with this policy under the contract with us. Any breach of the policy will be taken seriously and could lead to us taking contract enforcement action against the company, or terminating the contract. Data processors have direct obligations under the GDPR, primarily to only process data on instructions from the controller (us) and to implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk involved.

Our Data Compliance Officer (The Manager) is responsible for advising Prime Time and its staff and members about their legal obligations under data protection law, monitoring compliance with data protection law, dealing with data security breaches and with the development of this policy. Any questions about this policy or any concerns that the policy has not been followed should be referred to them at the setting.  

Before you collect or handle any personal data as part of your work (paid or otherwise) for Prime Time, it is important that you take the time to read this policy carefully and understand what is required of you, as well as the organisation’s responsibilities when we process data. Anyone who breaches the Data Protection Policy may be subject to disciplinary action, and where that individual has breached the policy intentionally, recklessly, or for personal benefit they may also be liable to prosecution or to regulatory action.

Confidentiality
Within the Club we respect confidentiality in the following ways:

· We will only ever share information with a parent about their own child.

· Information given by parents to Club staff about their child will not be passed on to third parties without permission unless there is a safeguarding issue (as covered in our Safeguarding Policy). Full guidance on sharing information when related to a safeguarding concern can be viewed at gov.uk under information sharing advice for safeguarding practitioners. 
· Concerns or evidence relating to a child’s safety will be kept in a confidential file and will not be shared within the Club, except with the designated Safeguarding Leads and the manager.

· Staff only discuss individual children for purposes of planning and group management.

· Staff are made aware of the importance of confidentiality during their induction process.

· Issues relating to the employment of staff, whether paid or voluntary, will remain confidential to those making personnel decisions.

· All personal data is stored securely in a lockable file / on a password protected computer and a passcode-locked phone.  

· Students on work placements and volunteers are informed of our Data Protection policy and are required to respect it.

Information that we keep
The items of personal data that we keep about individuals are documented on our personal data matrix. The personal data matrix is reviewed annually to ensure that any new data types are included.

In particular, we will make sure that all personal data is:

a) processed lawfully, fairly and in a transparent manner;

b) processed for specified, explicit and legitimate purposes and not in a manner that is incompatible with those purposes;

c) adequate, relevant and limited to what is necessary for the purposes for which it is being processed;

d) accurate and, where necessary, up to date;

e) not kept longer than necessary for the purposes for which it is being processed;

f) processed in a secure manner, by using appropriate technical and organisational means;

g) processed in keeping with the rights of data subjects regarding their personal data.

Children and parents: We hold only the information necessary to provide a childcare service for each child according to the requirements of Ofsted. This includes child registration information, medical information, parent contact information, attendance records, incident and accident records and so forth. Once a child leaves our care we retain only the data required by statutory legislation and industry best practice, and for the prescribed periods of time. Electronic data that is no longer required is deleted and paper records are disposed of securely. 

Staff: We keep information about employees in order to meet HMRC requirements, and to comply with all other areas of employment legislation. We retain the information after a member of staff has left our employment for the recommended period of time, then it is deleted or destroyed as necessary.
Trustees/Members: We keep information that is required for the statutory registers, by charity law and as a childcare provider. We retain the information after a trustee/member has left the Club for the recommended period of time, then it is deleted or destroyed as necessary.
When we collect personal data we will inform them about; our identity/contact details and those of the Data Compliance Office (The Manager), the reasons for processing, and the legal bases, explaining our legitimate interests, and explaining, where relevant, the consequences of not providing data needed for a contract or statutory requirement; who we will share the data with; if we plan to send the data outside of the European Union; how long the data will be stored and the data subjects’ rights. This information is referred to as a ‘Privacy Notice’ and will be given at the time when the personal data is collected.

Sharing information with third parties
We will only share child information with outside agencies on a need-to-know basis and with consent from parents, except in cases relating to safeguarding children, criminal activity, or if required by legally authorised bodies (e.g. Police, HMRC, etc). If we decide to share information without parental consent, we will record this in the child’s file, clearly stating our reasons. 

We will only share relevant information that is accurate and up to date. Our primary commitment is to the safety and well-being of the children in our care.  

Data subjects’ rights 
We will process personal data in line with data subjects' rights, including their right to:

a) request access to any of their personal data held by us (known as a Subject Access Request);

b) ask to have inaccurate personal data changed; 

c) restrict processing, in certain circumstances; 

d) object to processing, in certain circumstances, including preventing the use of their data for direct marketing;

e) data portability, which means to receive their data, or some of their data, in a format that can be easily used by another person (including the data subject themselves) or organisation;

f) not be subject to automated decisions, in certain circumstances; and

g) withdraw consent when we are relying on consent to process their data.

If a colleague receives any request from a data subject that relates or could relate to their data protection rights, this will be forwarded to our Data Compliance Officer (The Manager) immediately.

We will act on all valid requests as soon as possible, and at the latest within one calendar month, unless we have reason to, and can lawfully extend the timescale. This can be extended by up to two months in some circumstances. 

All data subjects’ rights are provided free of charge.

Any information provided to data subjects will be concise and transparent, using clear and plain language.

If any individual about whom we hold data has a complaint about how we have kept their information secure, or how we have responded to a subject access request, they may complain to the Information Commissioner’s Office (ICO).

Direct marketing
We will comply with the rules set out in the GDPR, the Privacy and Electronic Communications Regulations (PECR) and any laws which may amend or replace the regulations around direct marketing. This includes, but is not limited to, when we make contact with data subjects by post, email, text message, social media messaging, telephone (both live and recorded calls) and fax. 

Any direct marketing material that we send will identify Prime Time as the sender and will describe how people can object to receiving similar communications in the future. If a data subject exercises their right to object to direct marketing we will stop the direct marketing as soon as possible. 

Dealing with data protection breaches
Where staff or volunteers, or contractors working for us, think that this policy has not been followed, or data might have been breached or lost, this will be reported immediately to the Data Compliance Officer (The Manager). 

We will keep records of personal data breaches, even if we do not report them to the ICO. 

We will report all data breaches which are likely to result in a risk to any person, to the ICO. Reports will be made to the ICO within 72 hours from when someone in the Organisation becomes aware of the breach. 

In situations where a personal data breach causes a high risk to any person, we will (as well as reporting the breach to the ICO), inform data subjects whose information is affected, without undue delay.


This can include situations where, for example, bank account details are lost or an email containing sensitive information is sent to the wrong recipient. Informing data subjects can enable them to take steps to protect themselves and/or to exercise their rights. 

GDPR

We comply with the requirements of the General Data Protection Regulation (GDPR), regarding obtaining, storing and using personal data.
Signed by 
Chair/Vice Chair of Trustees: V LIMBRICK
Date: 26-1-24
Manager: H PUGH
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